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NS lANRILNTEUU Web Application Liielda1uszuu Inventory Module auiaide fasaludl

1. 3%UU Inventory Module LLUUATNSUN Overview

53UV Inventory \uszuufisnneanuaran i i fivosaynaIusansIvdeuan U ues

¥

wilsdelaiuy Online U Web Application lagiiaysadayadmnssuuieaynluuTINauY &9

[

Emihdigfauasyuy Administrator ansnsa Wldszuule fail
Public IP Address: 119.63.76.10: 8091

Private IP Address: 192.168.10.1: 8091

—P%

HTTPS ‘

Load Balancer
Web Layer Subnet 10637610 IP:119.63.76.11

|
3091!7093 80,443,53
L

- “
-

o
|

Web Portal Liberty
36 Web site Web Application
Inventory Web Application

Part: 8091,7098 a Port: 80,443,53
|- 1 —

HTTFS
Load Balancer

192168.10.1 192.168.10.2
Apache Liberty

DotnetCore Web Server

App Layer Subnet

Port : 5432 Port :8423 Port: 1433

Database Subnet

Pg SQL MS SqL MS SGL
Exress 2019

A9 1 uansn1sideulestoyauuy Overview ¥8352UUU Inventory lagld Port 8091 dwsu Web

Application wag Port 8423 d93U Microsoft SQL Express Database
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1.1 53UUUURN1S Operating System: 5035UN15LEUUL Windows Server uag Linux Server

€5 Internet Information Services (II5) Manager -l 192.168.10.1 -0 X - ped
& @ » WISERFSERVERI » Sites » BangkoklibraryCorelnventory b @ @
File View Help
' koktib :
BangkokLibraryCore.Inventory Home
CSISTETY @ 5o v v B Eplore
5 Start Page = Edit Permissions..
85 WISERF-SERVERT (WISERF-SERVERT (il - v Go - EshowAll | Group by Area -8
" Edit Site
2 Application Pools ASP.NET ~ ey
g — . . : indings.
v (8] Sites s & , p g =
i 3 Y s =
@ BangkokDigitalLibrary_ModuleTestEnv 3 2 0 FL é,q‘} Eu’_; ab| - .‘b?x & Bosic Settings...
€ BangkokDigitalLibrary_TestEny NET MNET  NETEwmor  NET  NETProfle .NETRoles .NETTrust .NETUsers Application Connection MachineKey Pagesand Providers
@ BangkokdigitallibraryPHP Authorizst.. Compilation  Pages  Globalization Levels Settings  Stings Controls 5
& BangkokLibraryCMs Y |
@ BangkokLibraryCMSs_ProdEny = Memage Wrebsirey =4
@ BangkokLibraryCMS_TestEny Session State SMTP E-mail & Restart
v & BangkokLibraryCore.Inventory P stat
[ bak s ol ||| Step
1 bak-commingsoon -~ _ - - . o ——
1 publish et Y ey g S w-%ﬂ E &) L i
i~ ] funt\mes QE’ @ L] QEE = 7 hail i‘ - Browse
1 wwwroot Authentic C6l  Compression Defaut  Directory  ErorPages  Handler HTTP  ISAPIFiters  Logging MIMETypes Modules  Output
D t B M Respon.. Cach
@ EangkoklibraryCore InventoryHelpes ocument - Brewsing appings - Respon aching
@ BangkokLibraryCoreWebAPI a=" g =L
@ BangkoklibraryPortalPHP &=
@ blkWebportalTest Request  SSLSettings URL Rewrite
@ FTP_BangkokdigitallibraryPHP Filtering
Management -~
Configurat..  Web
Editor  Platfor.
[=] Features View || Content View
Ready o«

m‘wﬁ 1.1 WARINISIT91U Web Server Uy Private IP: 192.168.10.1

1.2 5995UNSIY Web Server: 919 1S Server UuLASad Windows Server wag Node Server ULLAI94

Linux Server ﬂﬁ]ﬁ;ﬁﬂ@ﬂ%ﬂm Web Server Uuw@3ad Windows Server 2019 928 IS Server s34l

e Server Manager

@ v

¥ Dashboard

T Local Server

B Al Servers

2 DNS

¥R File and Storage Services b
B Hyper-v

i Iis

Server Manager * IS

WISERF-SERVERT 172

1,192.168.10.1 Online - Performance counters

192168101

00429-80522-00357-AAT62 (Activated)

DI F

Manage  Tools  View  Help

TASKS ¥
F » v @ ©
Server Name everity Source Log Date and "ﬂﬂ
SERVICES
Al e 5 to TASKS ¥
ter r) BEv @)v ®
Server Name Display Service Name  Status
WISERF-SERVER] Application Host Helper Service  AppHostSve  Running Automatic
WISERF-SERVERT World Wide Web Publishing Service W3SVC Running Automatic
WISERF-SERVERT Microsoft FTP Service fipsve Running Automatic
WISERF-SERVERT Windows Process Activation Service WAS Running Manual

AN 1.2 wams Server Manager IIS UUsTUUUUANS Windows Server 2019

WISERF

Uswn Tadsu waluladd 91

(%

2
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1.2.1 as19deunsinga Microsoft Dotnet Core 3.1 Ingldimds dotnet —-version

1S

RVER1 172.27.240.1,192.168.10.1 Online - Performance counters not started  9/20/2020 4:02:00 PM  00429-80522-00357-AA162 (Activated)

EX Administrator: Command Prompt — ] X

\dministrator>dotnet --w

inistrators,

mwﬁ 1.2.1 @n9In15inAa Microsoft Dotnet Core Version 3.1 ﬁLﬂ%@ﬁ Windows Server 2019

Private IP Address 192.168.10.1 Lﬁlaisffmu Web-Service API

Settings

- X
@ Home Apps & features
Open Default app settings
Find a setting p | | Turn off app recommendations v
Apps

Related settings
Apps & features Programs and Features
= Apps & features )

Manage optional features

iS5 Default apps Manage app execution aliases
[ Apps for websites Search, sorl_, and filter by drive. If you would like to uninstall or move an
app. select it from the list
& Startup | 31 X
Sortby: Name v Filter by: All drives
LAl Microsoft NET Core 3.1.5 - Windows Server Hosti... 146 MB
(= . -
1[5 26/2020
WG] Microsoft .NET Core Runtime - 3.1.5 (x64) 913 MB
(=l -
1% 6/26/202
WG] Microsoft NET Core Runtime - 3.1.5 (x86) 814 MB
=] e o
s 2 000 spspeoo
LAl Microsoft NET Core SDK 3.1.301 (x64) 560 MB
) . o
1% 6/26/202¢

Wl Microsoft Windows Desktop Runtime - 3.1.5 (x64) 202 MB

ATl 1.2.2 wanen1sAnge Microsoft Dotnet Core version 3.1 Apps & features

WISERF
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1.2.2 33UUNU Inventory: Toanndnenssu Microsoft Dotnet Core 3.1

52UUY Inventory Lu Web Application gniinsislifiiaies Windows Server 2019

[
=1

Private IP 192.168.10.1 Iaal% IS Server anuseazidanaal

| + | BangkokLibraryCore.nventory - O X
Home Share View W 0
e s ThisPC » Local Disk (C) # inetpub » wwwroot » BangkokLibraryCorelnventory v & Search BangkokLibraryCoreln.. 2
[&] Pictures - n Mame Date modified Type Size ~
BangkoklibraryCMS_ProdEny bak File folder
BangkokLibraryCore Inventory bak-commingsoon File folder
System32 publish File folder
V7.2 runtirmes File folder
wwwroot File folder
B This PC E appsettings.Development JSOM File TKB
B 30 Objects | appsettings JSOM File IKEB
[ Desktop E bundleconfig JSON File TKB
Documents 3 Dapper.dll Application extens.., 188 KB
‘ Downloads dotnet-aspnet-codegenerator-design.dll Application extens.., 52 KB
. % GenericSearch.Common.dll Application extens.., 5KB
J! Music
D GenericSearch.Common.pdb PDB File 10 KB
=] Pictures - . o
GenericSearch,Core.dll Application extens.., 15 KB
m Videos D GenericSearch.Core.pdb PDB File 13 KB
‘& Local Disk (C) GenericSearch.Data.dll Application extens... KB
I_ﬂ Metwork GenericSearch.Data.pdb PDB File 10 KB
GenericSearch.Paging.dil Application extens... 12KE
[ tsclient X X X B
a D GenericSearch.Paging.pdb f PDB File 12 KB
== WISERF-SERVER1 Microsoft.AspMetCore.Mve.Razor.Extensions.dll 4/24/201812:44 AM  Application extens.., TZKB w
v < >
60 iterns =

1.2.2.1 115919 Source Code Uu IIS Server

Al 1.2.2.1 wa@ns Source Code TWswnsudl Path C: inetpub/wwwroot/BangkokLibraryCore.Inventory

 E5- x +
€ C O A Notseaure | 1195376102091 e ek »@ z» SYUUIIU Inventory
svuueu Inventory

We've made a Iifg
TasunsriavaNAINaN1SIS UG
AFINNHUUIUAS

wiladaidule

wilafaidule

viasayaansisauy saeanar e oo St

APVNNUIUAS

sue NVERTOry maawasusn

AN 1.2.2.2 wanrauleiuuy Responsive wisuaialdanuuuniules
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1.3 Database: Microsoft SQL Server Express 2019, Microsoft SQL Server Express
szuugﬂu‘ﬁaaﬁamaﬂizuumu Inventory Lﬂuszuugmfﬁayjawu RDBMS Usznausie
1.3.1 Liberty Database: Microsoft SQL Server 2019
Juszuugudeyadmiussuuanuiesayawuusaueue Datacenter Ingld SQL Server

Y 9

[ v Aa a = a a o U [
WUTTUUNUNAN NUANUEDYT LUTTANTANRIZaNa1nIUN15.UU Data Center

I8 Microsoft SQL Server Management Studio (Administrato; g X — X
File Edit View Debug Tools Window Help
vl | D Newauey [ EB iR B 4 0] 9 - - D0 (] =) I <o) B
- ==
Qbfec: Explote, X8 Datsbase Engine Tuning Advisor - o X
Connect~ % 31 m 7 (2] .§
- File Edit View Actions Tools Window Help x
= [ WISERF-SQL (SQL Server 11.0.505 - WISERF-SQL\Administrator) Al )
= (3 Databases Gf] [ & | b stert Analysis H %P
(3 System Databases RsglMonitor WISERF-SQL- Adminisirator ZIDY2020 124829 |
[ Database Snapshots = Connect |3 [
@ [ Liberty o (B WSERFSaL General | Tuning Optiors |
(23 Database Diagrams (] Administrator 21/09/2020 14
© 3 Tables Session name:
[ System Tables [Administrator 21/09/2020 12:48:29 AM
(3 FileTables
[ dbo.i3_AcquisitionType Workdoad
3 dbo.i3_AdvanceBooking @ File (O Table O Plan Cache
3 dbe3_Alert ‘ |
[ dbo.i3_AnalyticQuery &l |

3 dbo.3 AnivalMethod Databass for workload anslyss: p— v
3 dbo.i3_Article
3 dbo.l3_ArticleArchive
3 dbo.l3_Author
[ dbo.3_AuthorMareRecord (8] Name Selected Tables

Select databases and tables to tune:

= dbo.i2 Card Cretiontine 2 Description

[ dbo.l3_CardRecommendedSubject Status Read: @ Provide anew session nsme. I the Workload section, select a dstabse to which Database Engine Tuning Advisor wil connect for anslyzing the workload. F your workload includes
[ dboJ3_Catalog events or Transact-SGL statements that change the database context for example, the USE cdatabase> siatemet), Database Engine Tuning Advisor wil ako change the database
[ dbo.3 CataloghltRep cantext whie analyzing the workload. Finally. select one or more databases or speciic tables to tune.

[ dbol3 CatalogAltRepArchive

3 dboJ3_CataloghnonymousHiddenField

v
_ Ready. Connections: 2 .

[ dbo.3_AuthorRelation 13 ubety
[ dbol3_Authorlsage
[ dbo.3_BibliographicType g o ma:'?' Name Size (KB) Rows Projected Rows ~

- model
3 dbo.3_BibliographicTypeGmd 5| :j e i3 13_AcauisiionType 6 6 6
3 dbol3_Booking 3 (3 Repers = 13_AdvanceBooking 0o 0 0

- eport Server
[ dbo.3_BorrowerAllacationThreshold 0 1) FeponsemeTenons o 13 Aett 88 127 127
3 dbo.3 BorrowerLoanCategory T 1) e = 13_AnahticQuery 6 40 20
ey

[ dbe3 BerrowerSelection 3 temp =1 13_ArivalMethod % 3 3
[ dbo.3_BorrowerSelectionReference O 13 Atice 0 o 0
3 dbo.s3 BorrowerType < > 2 13 AtickArchive P 0
[ dbod3_Branch =N = 13_futhor 68016 11 111130
[ dbo.I3_BranchClosedDates B £ DL M 12 fusharbamRecor ) m m n v
3 dbo.3 Budget ~ r,,.,ﬂm
m [ dbod3_ BulkLe
; dbDH’Bu‘kLM"A hi Name, Administrator 21/09/2{| | [ Save tuninglog
0.3 BulkLoanArchive e

A9 1.3.1 wanansldau Microsoft SQL Server 2019 @mSusEUUNUVDIELATINALEY
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1.3.2 Inventory Database: Microsoft SQL Server Express

Jusvuugudeyadmiunisiin Data Warehouse wielda1usguu Inventory i

UsznSamiiganaronsldanuseuuan Inventory 713 36 Viosasn

L; WISERF-SERVERT\SOQLEXPRESS Liberty - dbe.I3_lssue - Microsoft SQL Server - 2 X Quick Launch (Ctrl+Q) P [ 4
File Edit View Project QueryDesigner Tools Window Help
(00 M-t BNy BR AR %Dl - | change Type~ | % 2 | 1= 22 %
: | | b Execute | | |
Object Explorer ataloglsbn
Connect~ ¥ *¥ [ 13_Uuid 13_AbridgedCl.. 13 AccessionNo  13_AlertUuid 13_Barcode 13 BranchUuid 13 BulkloanUu... [3_CataloqUuid  13_CirculationL... 13 Classification  13_Copy 13_Cor *
FileTables 5204456006038 0001 0200011451 NULL 0200011451 45cBfbf6cDadla... NULL 62d02a8cc0agh... NULL 3989 w1125 NULL 0d1e23
External Tables 00Sed486c0ag0... NULL 1300008259 NULL 1300008259 16fe3d3ac0a80a... NULL 2c94bbadclag0... NULL 429860 NULL odle23
Graph Tables 006179€8c0a20... NULL 1300008316 NULL 1300008316 16fe3d3ac0a80a... NULL 170981b2c0a80... NULL us-a NULL 0dle23
g :E”'S'T”‘i:f:"“"i”"m'”" 0064eb83c0a80... NULL 1300008311 NULL 1300008211 16fe3d3ac0as0a... NULL 170b777bc0a80... NULL uw-2 NULL 0dle23
5] o.BranchTable
= 00694230c0a80... NULL 1300008263 NULL 1300008263 16fe3d3ac0a80a.. NULL 17059¢61c0a80... NULL 423280 NULL 0dle23
[ dbo.l3_Author
P dbo.i3_Bocking 0074dd7ec0ag0... NULL 1300008289 NULL 1300008289 16fe3d3ac0a80a.. NULL 1708b4dfcDa80... NULL sa-a NULL 0dle23
B dbo.l3_Branch 00757b06c0a80... NULL 1300008288 NULL 1300008288 T6fe3d3ac0ag0a... NULL 1708b4dfcDa80... NULL sa-a NULL 0dle23
B dbol13 Catalog 00Bfb177c0a80a... NULL 1300008260 NULL 1300008260 16fe3d3ac0a80a.. NULL 17057842c0a80... NULL ann NULL 0dle23
[ dbo.I3_Cataloghrchive
009cc2dfcDaB0a... NULL 1300008272 NULL 1300008272 16fe3d3ac0a80a.. NULL 16ffableclagla... NULL sn-nal NULL 0dle23
[ dbo.l3_Cataloghuthor
BT dbo.3_CatalogClassification 00a80f9fc0a80a... NULL 0200018808 NULL 0200018808 45cEfbf6c0agla... NULL 1d2eed04c0agD.. NULL unigla NULL 0dle23
13_CatalogData 00aalf19c0a8la... NULL 0200018951 NULL 0200018951 45cEfbf6c0agla... NULL 1d0f55€7c0a80a... NULL w5258 a1 NULL od1e23
13 _CatalogGroup 00abddaecDag0d.. NULL 1300008280 NULL 1300008280 16fe3d3ac0ad0a.. NULL 17059c61cDa80... NULL ann NULL 0d1e23
- 7?‘?:”5‘;‘7; . 00acbb23c0ag0... NULL 0200018811 NULL 0200018811 45cEfbf5cDadla... NULL 1d2d5257c0a80... NULL 35484 NULL 0d1e23
13_CatalogPublisher
Cata\ugierias 00ae367ac0aBl... NULL 0200018820 NULL 0200018820 45cBfbf5cDaBla... NULL 1d25106dc0a80... NULL w A736u NULL 0d1e23
13_CatalogSubject 00b08bcTc0a80... NULL 1300008277 NULL 1300008277 16fe3d3ac0a8la.. NULL 1aBf6eDecDaBla... NULL aw-n NULL 0d1e23
13 CatalogTitle 00b57175c0a80... NULL 0200018205 NULL 0200012205 45cBfbf6c0a80a... NULL 00b2017dc0a80... NULL usb9lmn22  NULL 0d1e23
13_Cataloglirl 00becTedc0aB... NULL 0200018874 NULL 0200018874 45cBfbf5cDaBla... NULL 1700bBffc0a80a... NULL 433 NULL 0d1e23
dbo.13_Cl
E ° ’Cha;nmt 00bf5f8ecDaBla... NULL 0200018873 NULL 0200018873 45cBfbf5cDaBla... NULL 6ab%9eabiclatd.. NULL w u636m NULL 0d1e23
= 13
B9 dbo.3_Corporation 00c15TebcDaB... NULL 0200018867 NULL 0200018867 45cBfbf5cDaBla... NULL 1c8179c9c0aB... NULL 14952 NULL 0d1e23
BR dbo.I3_Currency 00c43530c0a80... NULL 0200014252 NULL 0200014252 45cBfbf5cDaBla... NULL 165¢76a3c0a80...  NULL wal2tu NULL 0d1e23
EH dbo.l3 lssue 00c762adc0aB0... NULL 0200014286 NULL 0200014286 45cBfbf5cDaBla... NULL 172884¢1cDaBla... NULL w 086dn NULL 0d1e23
g :s”:?;“z"‘ N 00ccT2bBc0aB0... NULL 0200018800 NULL 0200018800 45cBfbf5cDaBla... NULL 00cb9622c0aB0... NULL w943 NULL 0d1e23
0.13_Publisher
i 0129832¢0a80s... NULL 1300008096 NULL 1300008096 16fe3d3ac0a80a.. NULL 1700963ac0a80... NULL vu-n NULL Od1e23
[ dbo.l3_Reservation
5 B2 dbo.l3_ResourceCollection 02fcd3Tbe0aBl... NULL 0600000910 NULL 0600000510 24538458¢0a80... NULL 120b8393¢0a80... NULL usTely NULL Od1e23
[ dbo.I3_ResourceloanCategory 02feddccc0aB0a... NULL 0600000911 NULL 0600000911 245a8458¢0a80... NULL 1706f7dfc0a0a... NULL w7300 NULL Od1e23
B dboll3 Review 02ffe785¢0a808... NULL 0600000912 NULL 0600000512 245a8458¢0a80... NULL 1758bedac0agl... NULL wE740n NULL Od1e23
dbo.l3_S
g deH*SZZ‘s 0301¢167c0a80... NULL 0600003033 NULL 0600003933 245a8458c0a80...  NULL 17026eabc0adl.. NULL waldn NULL 0d1e23
® 3.
[ dbol3_Stocktske 0302¢b18c0aB0... NULL 0500000903 NULL 0600000903 245a8458¢0a80... NULL 17582300c0a80... NULL us-n NULL Od1e23
BB dbo.i3_Stocktakeltem 0303af3fc0a80a... NULL 0600000904 NULL 0600000904 245a8458¢0a80... NULL 13096344c0a80...  WULL ws460s NULL 0dle23 v
FA dbo.l3 StocktakeSection >
< — 1 of200 | b M b

b7 Ready

Al 1.3.2 wanan1sldsyuu Warehouse dmsusu Inventory Module Ing MS SQL Server Express
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1.4 Network & Infrastructure
1.4.1 Private IP Address: 192.168.10.1:8091 52UUS1U Inventory 14 Port 8091

1.4.2 Private IP Address: 192.168.10.2 s¥uuUiesayasIuaug (Liberty)

A

4 ™
Public Subnet \ N
' Front End \ / Back End ™ \
-_—
v m
. " Reverse - Web Ponal Batch-Processing
--f.- -‘\-- Proxy - 36 Web Site Web Partal Miflfg:;:ia
- - Perimeter - Inventory CMS
Usprs Security - Web AFI
192.168.10.1/24 rivate Subnet
DMZ 192.166.10.1 /
\ Availability Zone [ /
Intgrnet Elastic Load
Gatpway Balancer / n \
Public Subnet Front End Back End Database \
m
SQLServer
EVErSE ety instance
Proxy ‘Webapplication
Perimeter
Security \.—/ \ /P . s h\ /
192.168.10.2/24 fivate Subnet
oMz j \ 192.168.10.2 J
\_ Availability Zone 2 Y,
VPC - 10.0.0.0/16
h.
\_ Wiserf-UIH Cleud Instance contents

ANA 1.4.1 h@A95EUULAIEUI8 Network & Infrastructure
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10

1.5 szuuAnulasnse Firewall Configuration

53UV Inventory Module #l#sm SQL Express 2019 titea¥s szuugiuteya Data
Warehouse lngfstaya (Pull Data) 113N uUgIUdayareayawuusIaug (Liberty) Tunisas
J¥UUUEIUTRLA Inventory System k&nNaanaINiiu Wolunsudamthiivihaiy (solate System)
MnsrULNUTRsalALUUTINALS wanidumaatulsyAnsnmlnesiuvessyuy fdsruuan
inventory ¢4 AP lumsfsteyaing 9 mnsvuvauiesayauUTIIALE o5 deusedoya
s fenuvasnivesnegs waranunsovaundesenldnainuaety

nsldau Port 19 9 veasEU Inventory Maia lllaldanannsgusinvesssuuny
(Default) shorfusnmnmsinunnaasaselugunuunils flddesiu Hacker anAslE Software
Hack Port %38 Port scanning tHunszuaulunsiousielusmesnues TCP wie UDP 2a3edeq
WvaneuguwessEuL LWy SQL Server A1 Default s¥uy #o Port 1433 Wudu ymafannld

Configuration port 8u ¢ unulaeld 8432 1usiu vil¥inns Hack Port fiugiuvesssuugudoua

Ms soL uldlgenniu

Fregaedaslusunsa Port Scanner dmsunisdum Port meluvesasdnsiilaldaunazuinnis
Shenaulaonsuiia

- SolarWinds Port Scanner

- Nmap

- Angry IP Scanner

- Netcat

- Online IP Scanning tools

LONANTD19D4

- SQL injection, [online]. Available: https://www.owasp.org/index.php/SQL_Injection
- SQL bind, [online]. Available: https://www.owasp.org/index.php/Blind_SQL_Injection
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[ 7
(g

Mailgauasruuannsansivdeunnulaensie Loy

Start = SQL Server 2019 Configuration Manager —> SQL Server Network Configuration

(%
LY

panTisde Protocols for SQLEXPRESS

11

B 5al Server Configuration Manager ol 192.168.10.1 o - X
File Action View Help

hae A RNEREYR |

I8 SQL Server Configuration Manager (Local) Protecol Name Status

[ QL Server Services

¥ Shared Memory  Enabled

. S0L Server Network Configuration (32bit)
& 501 Native Client 11.0 Configuration (32bit) ¥ Named Pipes Disabled
v FTCPAP Enabled

&, Client Protocols

& Aliases

~ . 50L Server Network Configuration TCRYIP Propertis %
[~ Protocols for SQLEXPRESS
v 5 50l Native Client 11.0 Cenfiguration Protocol | IP Addresses
&, Client Protocols .
% Aliases TCP Dynamic Ports o
TCP Port 8423
B ips
Active Yes
Enabled No
IP Address 1
TCP Dynamic Ports o
TCP Port 1433
B ips
Active Yes
Enabled No
IP Address 127.0.01
TCP Dynamic Ports o
TCP Port 1433
B wpan
TCP Dynamic Ports 63986
N -
TCP Port
TCP port
Cancel Apply relp

AT 1.5.1 wARI518N15 Protocols for SQL Express dmsunisld Port 8423

Inbound Rules

MName
MSMPI-LaunchSve
MSMPI-MPIEXEC
MSMPI-SMPD

< msS0L-Server Port-2423
pgSCL-Server Port-3432
WebPortal TCP-In-Out Port 5001
Allloyn Router (TCP-In)
Allloyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-In)
BranchCache Hosted Cache Server (HTTP-In)
BranchCache Peer Discovery (W5D-In)
Cast to Device functionality (qWave-TCP-In)
Cast to Device functionality (qWave-UDP-In)
Cast to Device 5SDP Discovery (UDP-In)
Cast to Device streaming server (HTTP-5treaming-In)
Cast to Device streaming server (HTTP-Streaming-In)
Cast to Device streaming server (HTTP-Streaming-In)
Cast to Device streaming server (RTCP-5treaming-In)
Cast to Device streaming server (RTCP-Streaming-In)
Cast to Device streaming server (RTCP-5treaming-In)
Cast to Device streaming server (RTSP-5treaming-In)
Cast to Device streaming server (RTSP-5treaming-In)
Cast to Device streaming server (RTSP-Streaming-In)
Cast to Device UPnP Events (TCP-In)
COM+ MNetwork Access (DCOM-In)
COM+ Remote Administration (DCOM-In)

Group . Profile Enabled Action Override Program Local Address Remot: ®

All Yes Allow Mo Ch\Progr..  Any Any

All Yes Allow No C\Progr...  Any Any

All Ves Allow MNo C\Progr...  Any Any

{ Allow Any Any

All Yes Allow Mo Any Any Any

All Yes Allow No Any Any Any
Allloyn Router Domai..  Yes Allow Mo System...  Any Any
Allloyn Router Domai.,  Yes Allow Mo %System...  Any Any
BranchCache - Content Retr... All Ne Allow Mo SYSTEM Any Any
BranchCache - Hosted Cach... All No Allow No SYSTEM Any Any
BranchCache - Peer Discove.. All No Allow Mo Fesystern...  Any Local s
Cast to Device functicnality Private... Yes Allow Mo %System... Any PlayTo
Cast to Device functionality Private.. Yes Allow No FSystem...  Any PlayTo
Cast to Device functionality Public Yes Allow Mo System...  Any Any
Cast to Device functicnality Public Yes Allow Mo System Any PlayTo
Cast to Device functicnality Domain  Yes Allow Mo System Any Any
Cast to Device functionality Private  Yes Allow No System Any Local si
Cast to Device functionality Private  Yes Allow Mo %System...  Any Local s
Cast to Device functicnality Public Yes Allow Mo %System...  Any PlayTo
Cast to Device functionality Domain  Yes Allow No FSystem...  Any Any
Cast to Device functionality Private  Yes Allow Mo %System...  Any Local s
Cast to Device functicnality Domain  Yes Allow Mo %System...  Any Any
Cast to Device functicnality Public Yes Allow Mo %System... Any PlayTo
Cast to Device functionality Public Yes Allow No System Any PlayTo
COM+ Network Access All No Allow Mo Yesystern..  Any Any
COM+ Remote Administrati.. Al No Allow Mo Fesystern...  Any Any

Al 1.5.2 wanin13ade Firewall Rule Tagld Port 8423 Tunnsldanu SQL Express
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ms50L-5Server Port-2423 Properties >

General Programs and Services Remote Computers
Protocols and Ports  Scope Advanced  Local Principals — Remate Users

Protocols and ports

‘lm?- Protocol type: TCP A

Protocol number:

[=x]

1k

Local port: Specffic Ports ~
8423
Example: 80, 443, 5000-5010
Remote port: Al Parts ~

Example: 80, 443, 5000-5010

Imtemet Control Message Protocol Customize...
{ICMP) settings:

Corcel |50

ANLARINIST U Port 8423

¢ o w
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33UU Web Service API

v

finnldasns Web Service Fusniteldrudenlostoyaszninssuilvsunsuviosayauuy
e (Liberty) fusguuau Inventory Jiolddeansfusewing Web Application defu Tngld
MENMIUUU Stateless Ao Ll Session vilinsvihadianuazanuagldsedvsnmiinseszuy
N5WRIUN RESTful Webservice aza1@8 URI/URL 984 Request NeSea Client iiefumuay
Uszananafiaios Web Server udnoundululugu JSON Tae Response fineunduaziiunisbudu
Havesdsfidsnanedes Client shlwdwihillisuteyassanaiiitu asnsafauesande
wadamslusunsuiivaselvlldeg1saznin Modemn Technology wiufienfufussuuau Digital
transformation WalU  @sazifiendlumanadalusunsuie feil

- GET vinsfstoyanielu URL e

- POST dwiuaiedeya

- PUT Wunludoya

- DELETE dwifuaudeya @luszuu Inventory gliiiinisaudayananiamnszuu)

€2 Interet Information Services (IIS) Manager
i

3 192.168.10.1
€ @ » WISERF-SERVERT » Sites » BangkoklibraryCoreNebAPI ¥

file View Help

0 BangkokLibraryCore.WebAPI Home

Y| Filter - W Go -k ShowAll | Group by Area -E-

IS

A B 94 o B @ & E § B = A

Authentic.,  CGl  Compression Default  Directory ~ ErorPages  Handler HTTP  ISAPIFiters  Logging  MIMETypes Modules  Qutput
D B achin

ocument  Browsing Mappings  Respon..
@= 4
= % =4

Request  SSL Settings URL Rewrite
Filtering

® BanglokLibran? ota
@) bkkWebportalTest
@ FTP BangkokdigitallibraryPHP

[=] Features View ]I/ Content View

Ready.

AN 2.1 UARINTTAARITEUU Web Service API LileL3usiadaaTenineseuuau Inventory fiu Liberty

WISERF
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@ Swaggerul x  + = X

1 C (% A Notsecure | 119.63.76.10:7098/swagger/index htmi#/Books a % @k @

@ Swagger Select a definition [l

oaty SMARTBEAR

Bangkok Digital Library : Web-APl €2

'swagger/vi/swagger json

Servers.

[ http://119.63.76.10:7098

Books v
GET /api/Books
/api/Books
GET /api/Books/{id} GetBook by Book UUID

/api/Books/{id}

|m /api/Books/{id}

ﬂ’]W‘ﬁl 2.2 LLﬁﬂ\‘iﬂ’]ﬂ“(gjjﬂqu Web-API

WiSERF
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3. n1sdrsasdaya Backup s¥uy
3.1 M3d1seeleya Database Backup
n13dnsedoua Database Igvinisdsestoyaiiiouas 1 ASY Nniui 18 vaumsu Tugisian

02.00 w. udnwairnsaie Schedule Backup Uuedeaiieves Windows Server 2019

Edit Trigger >

Begin thetask: | On a schedule ~
Settings

O Onetime | Start | 1/ 1/2020 [@~ || 20000am |

[] Synchronize across time zones

O Daily
) Weekly Months: Panuar}r, February, March... =
. 18 =
(@ Monthly @® Days: |
O Om: |

Advanced settings

[] Delay task for up to (random delay): 1 hour

[] Repeat task every: 1 hour 1 day
[[] Stop task if it runs longer than: 3 days

L] Expire: | 9/23/2021 1:53:23PM =

Enabled

ANLLERY Monthly Backup ¥8938UUU Inventory

mgawsveIUTinaIwINeaivTinan ndfsaiurLAveITEUUN U DIALAKUUTIAUE
(Liberty) wazilunsiimwilagld n15U3m39ann3s Data Warehouse fiu Web APl fsanunsaussnénsuyu

v X do % 1% & € % a a a v
auiundaiugutoyald uasiluusglovidonisldaugassangamvessyuusig

WiSERF
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3.2 N3dnsevoya Web Server

16

ruiinnsd1sestoya Web Server H1uszUU Backup 30 UIH Cloud Provider (m13tenans

LUUUSENBU)

Backup job: Backup_Wiserf-Resource-7Copy

Success

2 of 2 VMs processed

Saturday, September 19, 2020 6:17:10 PM

Success 2 Start time

Warning 0 End time

Error 0 Duration
Details

Name Status Start time

Wiserf-Serverl (12868cc4-0697-4ec)-8b8a-al5¢f754bbB6) | Success 6:17:32 PM

Wiserf-SQL (1lebad47d-7ceb-4ca7-90ch-5550081d91fc) Success 6:17:32 PM

6:17:10 PM
6:45:56 PM
0:28:46

6:20:24 PM
6:22:36 PM

Total size 1000 GB Backup size |10 GB

Data read 41.9 GB Dedupe 1.3x

Transferred 8.2 GB Compression | 2.6x

Size Read Transferred Duration Details
500 GB 1.5GB 501.7 MB 0:02:51

500 GB 40.4 GB 7.7 GB 0:05:03

mwuammaﬁﬁaﬁaga Web Server 984 UIH Cloud Provider (filon@1siuutiuii)

4. msasdayaanniasasduurslaauuuliasuagziaiasstu RFID 16

SEUUIU Inventory @111505995UN5199U RFID wastasesenuuisianwuulians Ingazusnlvla

[

< ! ey
@@ﬂLUUﬁ@\‘IﬂQN PNUABD

- cat: WugUuuuldildiuia3es RFID a@wnsa yindngszuu Inventory 6

- oy, et Wuguuuubidnldiuesesenuunsidauuulane anunse didhseuu Inventory 61

\A384 RFID

WISERF
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ax o v a ! Y o =
UﬁﬂWiUW%agaaaﬂlnaﬂﬂLﬂi@d@ﬂUUﬂ%IﬂﬂuUIﬂiaﬂﬂ Wag LATY RFID

- iedossuunsldauuuliane
Wnihiiviesanaanansaldlusunsy Text Editor Tumstiufindeyals Taeidlevinnsidonsio
Sync Device gunsalsswing Microsoft Windows U 1a3asguuslanuuuliany iSeuiesudn
(Windows Auto Detect Driver) 1¥1wthfianunsaidalusunsu Notepad 910 Microsoft

Windows wagyinsaununiisde lnedeyadzgniuiinadlusunsy Text Editor AanMAUEN4

"] 04-Original - Case-DataNotExit - Notepad - ] X

File Edit Format View Help

60BRB05221A
0000007119
0000020643
0000040187
0000057122
0000014893
0000020627
0000012253
0000043374
00000857915
0000014905

AAAAAAA ATAA

Ln1, Col1 100%  Windows (CRLF) UTF-8

Amwansdeyauislan Maunuiaztuiinlulusunsy Notepad
A
- 1A399 RFID
Y Y Ay ° ¢y M f U = Y =
Wnthiviesayaanunsai inddeyaanniaTes RFID (dat) 3ngunsaldudinteyain3as RFID

(Flash disk) Ingtilngdayaiila didigsyuu Inventory fAsnwaAwang

] ilist2.dat - Notepad — | x
File Edit Format View Help

pe3963 :
041423
060802
040365

043436

L1, Coll 100%  Unix (LF) UTF-8

AMUARINTBUTEYE .cat 31LATE RFID Iaelusinsy notepad

WiSERF
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5. 3smsl¥ausEu Inventory miuviaedyns1vINe 36 Wi

51 W@nlganulusinsu seuuau Inventory  9Re LIUUSTIWES Google Chrome AMsiAIN
http://119.63.76.10:8091
52  azdsnguiusnidugiiviecays

53  mandngszuy

sruuvu Inventory

witedatdutd

ragANAINANISISHUTATILNWURIUAS

VU INVentary Baaa I

ANUAAINTTIET2UY Inventory Module

SNZULARY |
nivdatdula

navdUAINaMISISEUSASILNNUKNUAS

s3uuvnu Inventory nasviasana

AMNUAAINT5IETEUU Inventory Module (WUUENe)

WISERF
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dunuIwiiviasana

BANGKOK DIGITAL LIBRARY

wagsEun
o

dudu Password Username [ Password?

aifastzarussuy Inventory Module —

ANUARINTTIINETEUUME TN
- Username wag Password @1%3U Super Administrator
SuperAdmin: Admin@admin
Password: kbkAdmin20ws%S$02#

- Username uae Password d113U#aeaynsnvIng 36 wis

Username: AdminXX@BangkokLibrary.go.th
Password: AdminXX
XX vanefls siaavildanmaidenlesszuudoya esasauuusimaud (Liberty)

- alinn13l991usEUY Inventory Module : lddmsu nsgliinanuiesaunlval 1imii Super
Administrator @11150@3579 UserName uag Password dmsuviesaunanvilvyla
- duAu Password Username : Tdlunsalidmiiniviesayn a1 Username uag Password d1msu

QREILIRG FATITA R,

WISERF
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dfianmtdom - & @ ssviasmnedomadangudnisdnuuazainaddoadannaeda

Admin3G@BangkokLibray. - e N
ATy T RE R TERNT KT ) waATIUvaIsEya T

&%
L
7R

usafFrurunildnvassyaforua La AT EVMUIAWY 000-900 Q
% dtaffasayaaia 1 Ewoo Bizoo Bizoo Bioo Bisoo Bisoo Bivoo Bisoo Biooo
or-wafuediaonemramuag 1037 1874 3285 4269 1554 791 7731 2434 3032 6087
o2 viaflauniinig 631 202 sa7 1698 a3s 419 1503 635 a0 2041
oz-afauniansdoufaiuaii 1303 1464 1647 2542 820 814 3911 1415 1086 2804
oa-siafauaianadouiaaunsiung 1560 1361 2306 2007 1277 1826 3118 1420 a12 3416
os-Waflaysmdanisdouiandng 14 24 19 a5 26 14 71 31 58 137
i anisduunaau 1047 82 1 2 2z 7 15
Fymiamsifouiszog 428 315 432 245 401 624 1175 702 451 1388
oa-siaffauaianisdoudousaism 198 262 s00 724 102 50 EVE] 127 64 208
oo-viaflasmdanisduuiTasuiasaism 484 505 825 1840 608 736 1682 808 453 1520
10-Wavanaiamsdouiiaiugifeg 763 535 a78 1957 850 1056 2116 1125 775 1708
waavItuIunisdavasanaionue unATEMIAMWI Q
. B =] -] =] -] B B =] =] =] B B
Wilaviasayaaim 12 BKK Bookpelivery <o E Fiction General Juvenile PR ¥y vep
o1-uaANAiAINT MBI AT 2 1 0 o 269 2 1344 o 1 2113 o o
oz-viaeauaTaIng o 0 0 o 6 o 158 0 0 a 0 0
oa-wassumiamsdvuiauaniil 0 0 609 o 658 o 1043 0 o 1032 o o
oasiasauadanmsduuinaunsy o 0 o a o o 1001 0 o 8 o o
W
os-Wasanymiansduuiandng o [ o o o o 89 [ o 1 [} [}
os-asanamAanisduuiunsiuu o o o o o o 25 o o o o o
o7-Wasanaiamsduuiszad o ] o o o ] 2258 [ o 313 o o
oa-vasmymtAomsduufousars 0 o o o o o a0 o o 1 o o
os-Wasaymdanadouiamuias o [ o 1 6 o 1878 [ o 545 [} [}
a1
10-Mosasamanslouiiafigiin 0 o o o 10 o 734 o o 551 o o
s

reviows I 25 4 mem

Copyright @ 2019 viasas@aiin nsdaug ngammwaniuas, All rights reserved. Version 1.0.0

AanavitnUleRnan nasanadorn LS sUSaewa

19ENP UG8 DUBINTNALERS Dashboard
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A v v P v P U w1 &
ilaidgsruvasianantae AIUAN Dashboard nesudeile Izuanyumanawialuil

*  feglasanvian

*  Josayna

*  S9ANSVI9ED

*  ylaEamInad

*  A5UUNLIED

*  Jansrldau
v | I3 ::sll ~ a aa o v A ~ 1 v 5 1
AuYile LUNUTLARINAITIERH , I1uIunileds Nuena1uvuIavy 000-900 Tuipsasnyia 36 Wi

wag IuIunsderiodayniaiun wensevanyialy

ArHuEvEIIUKTvAE LaATIEWaYENAEIZN - x

' '
o A a

NMNLAAINYAUIN Auuniiidaaqiiungnine i luszuy

a

naWUAAINAINEDR 1Navanld Admin Aidwd i insuaniuzmide luudaziiasann 113 36 fesaynsenanaede

A warhuhdllons Tudunk@fazuansanuaunidarionnneaineayatiuaiumn
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USRI LI UV a1 RIANAVIINIA LEATIEMIIAM] 000-900 A Q
® dinviasayaanan 12 Booo Biro0 Eizo0 Eisoo Baoo Bisoo Bisoo Biroo Bisoo Bioo0
01-VasyALl aINTIMHAWILAT 1037 1974 3285 4269 1554 791 7731 2434 3032 6087
o2-wavanaIzms 631 292 697 1698 438 419 1503 635 407 2041
03-vinumuaLia s Fuufauauid 1303 1464 1647 2542 920 814 3911 1415 1086 2804
oa-vinemuaiiansFuufrannsiung 1560 1361 2306 2907 1277 1826 3718 1420 912 3416
os-viasemaans3uufaning 14 24 19 45 26 14 71 31 58 137
06-viasmuaLfansZuufnoLy 1047 959 82 13 2 2 7 3 15 13
o7-vinumuaLiiansFuufilsian 428 315 432 945 401 624 1175 702 451 1388
og-vinemyaLiansFuufausatTy 198 262 509 724 102 50 325 127 64 208
o9-vasmnaiamsZuufianuiasanu 484 505 825 1840 608 736 1682 808 453 1520
10-vinvmuaiansuufesugirgiu 763 535 878 1957 850 1056 2116 1125 775 1708
Previous 2 4 Next
] dl 4 o & % ?:/ 1
DNWLAPANAIUN 1 LAANATUILNNARNBIAYATNUNA LENTIENIAULY 000-900
uaeoIUIUWTIAaviasaAiavNe LansEvanavia Aum... Q
=] B B =] =] B =] =] =] B =] B
WSiinviasayaaian 12 BKK BookDelivery cD E Fiction General Juvenile Magazine PR Reference ShortStory VCD
o1-wasuaLiiansamwnnuas 2 1 0 0 269 2 1344 0 1 2113 0 0
02-viasaunImAg 0 0 0 0 6 0 158 0 0 4 0 0
03-viasauaifamsBuuimuauid o 0 609 0 658 0 1043 0 0 1032 9 0
oa-viasayaLiianmsiSuufuaawsy 0 0 0 0 o 0 1091 0 0 78 0 0
o
os-viasauatitamsi3uusandng 0 0 0 0 0 0 89 0 0 1 0 0
o6-viasauaLiansFuusnauu 0 0 0 0 [ 0 25 0 0 0 0 0
o7-viassyaiiiamsiZeuflsea 0 0 0 0 0 0 2258 0 0 313 0 0
os-viasayaLiamsiZaufawemnn 0 0 0 0 o 0 40 0 0 1 0 0
oo-wasayeriamsidousiasnulas o 0 0 1 6 0 1878 0 0 545 0 0
akntl
10-vizeayatfiansBoufasugin o 0 0 0 10 0 734 0 0 551 0 0
U
Previous 2 4 Next
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E lomou dwmsurinlugununviesayn

afanstion - &' @) seiovanndanadamudminnuasayinidondonneda

flovinsauaaey Branch

[ s1riassspfan o innaians Tasammiasanaiam st maIAT

Pwandnesaeauadin

- ab

Viag urniad 1 ag urniad 2
L | Tamiaulanis oA
viae/iuejduna dawia EECUTE
wnoanaith RaAwim o 10230

afnRaquidiasann | 9
prreT—

floor locationpicture shetf bin quantity

+ ittt Location map tasVadae
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n13A9Yayaa1n RFID uaziA3ads1uuIslan Barcode

affamstiows » @ super@admin.com

izinyn:
f Viasasam &
H i miann Barcode vidzL AanaNATS CSV Format File
B 08/25/2020 OL-waRNAIAITIIHIN TUAT \

+ Mandatory

Fields with green highlight indicate mandatory fields.

oy import vz | i

Copyright © 2019 \auan@idan 15EE NFOLIMILAS. Allights reserved Version 1.0.0

sUuanen st file .dat Wndrdeya VI http://119.63.76.10:8091/ $¥UUIY Inventory
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© anatfuniloda

nnglay 1 muneds wynsIunilede

Wanunauyuiivia #

000 - LiataaAWIaA NNV v

| Guna...

Gang... | LillWavignidan

uN2aNa Import L2NsEuy | wus1EAS

sUuans file .dat Wnddeya 13 http://119.63.76.10:8091/ 5¥UUU Inventory

neaY 2 vineds Wmthiviesayaainse U1 file dat a1nesesgunsal RFID wuuliane #ldann
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